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Preface

Hackers play one-up among themselves. Clearly one of the

prizes would be bragging rights from hacking into my

security company’s Web site or my personal system.

Another would be that they had made up a story of a hack

and planted it on me and my co-author Bill Simon so

convincingly that we were taken in, believed it as true, and

included it in this book.

That has presented a fascinating challenge, a game of

wits that the two of us have played time after time as we

did the interviews for the book. For most reporters and

authors, establishing authenticity is a fairly routine matter:

Is this really the person he or she claims to be? Is this

person or was this person really working for the organization

he or she claims? Did this person have the position he or

she says? Does this person have documentation to back up

the story, and can I verify that the documents are valid? Are

there reputable people who will support the story or parts of

it?

With hackers, checking the bona fides is tricky. Most of the

people whose stories appear in this book, other than a few

who have already been to prison, would face felony charges

if their true identities could be determined. So, asking for

real names, or expecting to be offered as proof, is an iffy

proposition.

These people have only come forward with their stories

because they trust me. They know I’ve done time myself,

and they are willing to rely on my not betraying them in a

way that could put them in that position. Yet, despite the

risks, many did offer tangible proof of their hacks.



Even so, it’s possible — in fact, it’s likely — that some

people exaggerated their stories with details intended to

make them more compelling, or spun a story that was a

total fabrication, but constructed around enough workable

exploits to give them the ring of truth.

Because of that risk, we have been diligent in holding to a

high standard of reliability. Through all the interviews, I have

challenged every technical detail, asking for in-depth

explanations of anything that didn’t sound quite right, and

sometimes following up later to see if the story was still the

same or if he or she told it differently the second time

around. Or, if this person “couldn’t remember” when asked

about some hard-to-accomplish step omitted from the story.

Or, if this person just didn’t seem to know enough to do

what he or she claimed or couldn’t explain how he or she

got from point A to point B.

Except where specifically noted, every one of the main

stories in this book has passed my “smell test.” My co-

author and I agreed on the believability of every person

whose story we have included. Nevertheless, details have

often been changed to protect the hacker and the victim. In

several of the stories, the identities of companies are

disguised. I modified the names, industries, and locations of

targeted organizations. In some cases, there is misleading

information to protect the identity of the victim or to

prevent a duplication of the crime. However, the basic

vulnerabilities and nature of the incidents are accurate.

At the same time, because software developers and

hardware manufacturers are continually fixing security

vulnerabilities through patches and new product versions,

few of the exploits described in these pages still work as

described here. This might lead the overconfident reader to

decide that he or she need not be concerned, that, with

vulnerabilities attended to and corrected, the reader and his



or her company have nothing to be worried about. But the

lesson of these stories, whether they happened six months

ago or six years ago, is that hackers are finding new

vulnerabilities every day. Read the book not to learn specific

vulnerabilities in specific products, but to change your

attitudes and gain a new resolve.

And read the book, too, to be entertained, awed, amazed

at the continually surprising exploits of these wickedly

clever hackers.

Some are shocking, some are eye-opening, some will

make you laugh at the inspired nerve of the hacker. If you’re

an IT or security professional, every story has lessons for

you on making your organization more secure. If you’re a

non-technical person who enjoys stories of crime, daring,

risk-taking, and just plain guts, you’ll find all that here.

Every one of these adventures involved the danger of a

knock at the door, where a posse of cops, FBI agents, and

Secret Service types would be waiting with handcuffs ready.

And, in a number of the cases, that’s exactly what

happened.

For the rest, the possibility still remains. No wonder most

of these hackers have never been willing to tell their stories

before. Most of these adventures you will read here are

being published for the very first time.
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Chapter 1

Hacking the Casinos for a Million Bucks

Every time [some software engineer] says, “Nobody will go

to the trouble of doing that,” there’s some kid in Finland who

will go to the trouble.

— Alex Mayfield

 

 

There comes a magical gambler’s moment when simple

thrills magnify to become 3-D fantasies — a moment when

greed chews up ethics and the casino system is just another

mountain waiting to be conquered. In that single moment

the idea of a foolproof way to beat the tables or the

machines not only kicks in but kicks one’s breath away.

Alex Mayfield and three of his friends did more than

daydream. Like many other hacks, this one started as an

intellectual exercise just to see if it looked possible. In the

end, the four actually beat the system, taking the casinos

for “about a million dollars,” Alex says.

In the early 1990s, the four were working as consultants in

high-tech and playing life loose and casual. “You know —

you’d work, make some money, and then not work until you

were broke.”

Las Vegas was far away, a setting for movies and

television shows. So when a technology firm offered the

guys an assignment to develop some software and then

accompany it to a trade show at a high-tech convention

there, they jumped at the opportunity. It would be the first in



Vegas for each of them, a chance to see the flashing lights

for themselves, all expenses paid; who would turn that

down? The separate suites for each in a major hotel meant

that Alex’s wife and Mike’s girlfriend could be included in

the fun. The two couples, plus Larry and Marco, set off for

hot times in Sin City.

Alex says they didn’t know much about gambling and

didn’t know what to expect. “You get off the plane and you

see all the old ladies playing the slots. It seems funny and

ironic, and you soak that in.”

After the four had finished doing the trade show, they and

the two ladies were sitting around in the casino of their

hotel playing slot machines and enjoying free beers when

Alex’s wife offered a challenge:

“Aren’t these machines based on computers? You guys

are into computers, can’t you do something so we win

more?”

The guys adjourned to Mike’s suite and sat around tossing

out questions and offering up theories on how the machines

might work.

Research

That was the trigger. The four “got kinda curious about all

that, and we started looking into it when we got back

home,” Alex says, warming up to the vivid memories of that

creative phase. It took only a little while for the research to

support what they already suspected. “Yeah, they’re

computer programs basically. So then we were interested in,

was there some way that you could crack these machines?”

There were people who had beaten the slot machines by

“replacing the firmware” — getting to the computer chip



inside a machine and substituting the programming for a

version that would provide much more attractive payoffs

than the casino intended. Other teams had done that, but it

seemed to require conspiring with a casino employee, and

not just any employee but one of the slot machine techies.

To Alex and his buddies, “swapping ROMs would have been

like hitting an old lady over the head and taking her purse.”

They figured if they were going to try this, it would be as a

challenge to their programming skills and their intellects.

And besides, they had no advanced talents in social

engineering; they were computer guys, lacking any

knowledge of how you sidle up to a casino employee and

propose that he join you in a little scheme to take some

money that doesn’t belong to you.

But how would they begin to tackle the problem? Alex

explained:

We were wondering if we could actually predict

something about the sequence of the cards. Or maybe

we could find a back door [software code allowing

later unauthorized access to the program] that some

programmer may have put in for his own benefit. All

programs are written by programmers, and

programmers are mischievous creatures. We thought

that somehow we might stumble on a back door, such

as pressing some sequence of buttons to change the

odds, or a simple programming flaw that we could

exploit.

Alex read the book The Eudaemonic Pie by Thomas Bass

(Penguin, 1992), the story of how a band of computer guys

and physicists in the 1980s beat roulette in Las Vegas using

their own invention of a “wearable” computer about the size

of a pack of cigarettes to predict the outcome of a roulette

play. One team member at the table would click buttons to

input the speed of the roulette wheel and how the ball was



spinning, and the computer would then feed tones by radio

to a hearing aid in the ear of another team member, who

would interpret the signals and place an appropriate bet.

They should have walked away with a ton of money but

didn’t. In Alex’s view, “Their scheme clearly had great

potential, but it was plagued by cumbersome and unreliable

technology. Also, there were many participants, so behavior

and interpersonal relations were an issue. We were

determined not to repeat their mistakes.”

Alex figured it should be easier to beat a computer-based

game “because the computer is completely deterministic”

— the outcome based on by what has gone before, or, to

paraphrase an old software engineer’s expression, good

data in, good data out. (The original expression looks at this

from the negative perspective: “garbage in, garbage out.”)

This looked right up his alley. As a youngster, Alex had

been a musician, joining a cult band and dreaming of being

a rock star, and when that didn’t work out had drifted into

the study of mathematics. He had a talent for math, and

though he had never cared much for schooling (and had

dropped out of college), he had pursued the subject enough

to have a fairly solid level of competence.

Deciding that some research was called for, he traveled to

Washington, DC, to spend some time in the reading room of

the Patent Office. “I figured somebody might have been

stupid enough to put all the code in the patent” for a video

poker machine. And sure enough, he was right. “At that

time, dumping a ream of object code into a patent was a

way for a patent filer to protect his invention, since the code

certainly contains a very complete description of his

invention, but in a form that isn’t terribly user-friendly. I got

some microfilm with the object code in it and then scanned

the pages of hex digits for interesting sections, which had to

be disassembled into [a usable form].”



Analyzing the code uncovered a few secrets that the team

found intriguing, but they concluded that the only way to

make any real progress would be to get their hands on the

specific type of machine they wanted to hack so they could

look at the code for themselves.

As a team, the guys were well matched. Mike was a

better-than-competent programmer, stronger than the other

three on hardware design. Marco, another sharp

programmer, was an Eastern European immigrant who

looked like a teenager. But he was something of a daredevil,

approaching everything with a can-do, smart-ass attitude.

Alex excelled at programming and was the one who

contributed the knowledge of cryptography they would

need. Larry wasn’t much of a programmer and because of a

motorcycle accident couldn’t travel much, but was a great

organizer who kept the project on track and everybody

focused on what needed to be done at each stage.

After their initial research, Alex “sort of forgot about” the

project. Marco, though, was hot for the idea. He kept

insisting, “It’s not that big a deal, there’s thirteen states

where you can legally buy machines.” Finally he talked the

others into giving it a try. “We figured, what the hell.” Each

chipped in enough money to bankroll the travel and the cost

of a machine. They headed once again for Vegas — this time

at their own expense and with another goal in mind.

Alex says, “To buy a slot machine, basically you just had

to go in and show ID from a state where these machines are

legal to own. With a driver’s license from a legal state, they

pretty much didn’t ask a lot of questions.” One of the guys

had a convenient connection to a Nevada resident. “He was

like somebody’s girlfriend’s uncle or something, and he lived

in Vegas.”

They chose Mike as the one to talk to this man because

“he has a sales-y kind of manner, a very presentable sort of



guy. The assumption is that you’re going to use it for illegal

gambling. It’s like guns,” Alex explained. A lot of the

machines get gray-marketed — sold outside accepted

channels — to places like social clubs. Still, he found it

surprising that “we could buy the exact same production

units that they use on the casino floor.”

Mike paid the man 1,500 bucks for a machine, a Japanese

brand. “Then two of us put this damn thing in a car. We

drove it home as if we had a baby in the back seat.”

Developing the Hack

Mike, Alex, and Marco lugged the machine upstairs to the

second floor of a house where they had been offered the

use of a spare bedroom. The thrill of the experience would

long be remembered by Alex as one of the most exciting in

his life.

We open it up, we take out the ROM, we figure out

what processor it is. I had made a decision to get this

Japanese machine that looked like a knockoff of one of

the big brands. I just figured the engineers might have

been working under more pressure, they might have

been a little lazy or a little sloppy.

It turned out I was right. They had used a 6809 [chip],

similar to a 6502 that you saw in an Apple II or an

Atari. It was an 8-bit chip with a 64K memory space. I

was an assembly language programmer, so this was

familiar.

The machine Alex had chosen was one that had been

around for some 10 years. Whenever a casino wants to buy

a machine of a new design, the Las Vegas Gaming

Commission has to study the programming and make sure


