Professioﬁél
Red Teaming

Conducting Successful Cybersecurity
Engagements

Jacob G. Oakley

Apress’




Professional Red Teaming

Conducting Successful
Cybersecurity Engagements

Jacob G. Oakley

Apress’



Professional Red Teaming: Conducting Successful Cybersecurity Engagements

Jacob G. Oakley
Owens Cross Roads, AL, USA

ISBN-13 (pbk): 978-1-4842-4308-4 ISBN-13 (electronic): 978-1-4842-4309-1
https://doi.org/10.1007/978-1-4842-4309-1

Library of Congress Control Number: 2019934346

Copyright © 2019 by Jacob G. Oakley

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

Trademarked names, logos, and images may appear in this book. Rather than use a trademark symbol with
every occurrence of a trademarked name, logo, or image we use the names, logos, and images only in an
editorial fashion and to the benefit of the trademark owner, with no intention of infringement of the
trademark.

The use in this publication of trade names, trademarks, service marks, and similar terms, even if they are not
identified as such, is not to be taken as an expression of opinion as to whether or not they are subject to
proprietary rights.

While the advice and information in this book are believed to be true and accurate at the date of publication,
neither the authors nor the editors nor the publisher can accept any legal responsibility for any errors or
omissions that may be made. The publisher makes no warranty, express or implied, with respect to the
material contained herein.

Managing Director, Apress Media LLC: Welmoed Spahr
Acquisitions Editor: Susan McDermott

Development Editor: Laura Berendson

Coordinating Editor: Rita Fernando

Cover designed by eStudioCalamar
Cover image designed by Freepik (www.freepik.com)

Distributed to the book trade worldwide by Springer Science+Business Media New York, 233 Spring Street,
6th Floor, New York, NY 10013. Phone 1-800-SPRINGER, fax (201) 348-4505, e-mail orders-ny@springer-
sbm.com, or visit www.springeronline.com. Apress Media, LLC is a California LLC and the sole member
(owner) is Springer Science + Business Media Finance Inc (SSBM Finance Inc). SSBM Finance Inc is a
Delaware corporation.

For information on translations, please e-mail rights@apress.com, or visit http://www.apress.com/
rights-permissions.

Apress titles may be purchased in bulk for academic, corporate, or promotional use. eBook versions and
licenses are also available for most titles. For more information, reference our Print and eBook Bulk Sales
web page at http://www.apress.com/bulk-sales.

Any source code or other supplementary material referenced by the author in this book is available to
readers on GitHub via the book’s product page, located at www.apress.com/9781484243084. For more
detailed information, please visit http://www.apress.com/source-code.

Printed on acid-free paper


https://doi.org/10.1007/978-1-4842-4309-1

To my children.

You can do anything you set yourself to.



Table of Contents

About the AULROK ........ccvimriemmsnmsesmsenss s sann s n e nnnnnns Xiii
About the Technical REVIEWET .......ccuserssassssnsssanssssssssnsssasssssssssnsssassssassssnsssassssasssansss XV
AcknNoWIedgments .....ccccuuieenmmmssssnnnmsssssnnnmssssssnnmsssssnnnssssssnnnssssssnnnsssssnnnnssssnnnnssssnnns Xvii
L1 T LT (1 Xix
Chapter 1: Red Teams in CyDerspace .......ccceuesssssensesssssnnsssssssnssssssssnnsssssssnsssssssnnnnsssss 1
INTENTIONS ... e e 2

L 1T T TS 6
Evaluating Prepareaness........ccovoveerererensesesesessesessssesessesesssse s sessessssssessssesessesssssssssssesssssenns 7
DiSAUVANTAGES. ....cveveerreeresesesese s e b e e e e e R p e n s 11
SUMIMAIY ...ttt e e b b e e e R e e Re e e R e e e Re e e Re e be e nr e e rnnn e 14
Chapter 2: Why Human Hackers? .....cccccuuriemmmmmsssssssssmmsssssssssssssssssssssssssssssssssssssssnns 15
Innovation and AUTOMALION ..........ccceriiinrrr s 15
MOdeling TECANOIOQY .....ccuevrererrerererirserere s st ss e e saesa e e s aesae s e e s aesae e e e s e nnees 16
NONPIVOL TECNNOIOQY. ..ceuerrerrereriereresessererse e sesse s e e s e ssesress e e s e saesae e s e s aesae s e e naesaesse e nsesseses 18
Pivoting and EXploiting TECANOIOQY ......cccverurrerrerernnenseresessssesse e ssssessessessessssessessessssessessees 20
Automation Advantages and Disadvantages..........ccocuveririninnennnnsin s 22
AGVANTAJES.....cverererieere s s e e s a e s s e e e e s R et e e e e e s ae e e e e e ae e e nan s 22

DT EST Lo AT ) T LS 22
EXQMPIE SCENAIIOS ....coviueririeririsiriese s s e st bbbt 24

B3 1= 1 14 o 0 S 25

B3 TT=] 1 14 o S 26

B TT=] 1 14 o S 26

B3 1= 1 14 o RS 27
Threal HUNTING ....covvcriiccc e s s b e e b e nne s 27
SUIMIMAIY....eeeererere s e e s se e e e e e e e Re e s e e e e e e e s Re e s ra e nen e e nrnnnns 28



TABLE OF CONTENTS

Chapter 3: The State of Modern Offensive SeCUrity.....ccccummmmmmssssnnnssssssnsnssssssnnnsass 29
The Challenge of Advanced Persistent Threats...........ccoccvrvvrcrninsrnccnre e 29
O e T 10 OO 30
0] 11N 3
TR (=0 L 31

No Rules of ENgAagemMENT ...........ccooe it se e s s se s sae s s sn e s s n 32
Environmental ChallENQEesS ..o s s 33
Regulatory STandards............cccvvnninininsrsre e e 33
Limited INNOVALION .......ceeeeeeeere e 34
MiISCONCEPLIONS ..o e e e s 35
AdVersarial CUSTOMEIS........c..cocvreereerrese s s e s e e e e s nnens 36
TEChNICAl PEIrSONNEL.........cceeeeeerceree et 37
Effective Red Team Staffing........ccccovmrernrnnmrnsnnssssesssssesessss s sesssssssssessssesenns 40
SUMIMAIY ..ttt e e b e e e e e e e e R e e e R e e e nRe e e Re e Re e nrn e nnnrn e 41

Chapter 4: Shaping .......ccccmmmmsmmnmmmsssnnnmmmssssnmmssssssssesssssssesssssssessssssssessssansssssssnnnnees 43

L Lo OSSPSR PT T 43
Customer Technical PErSONNEL ............covruieencnerinnese s 43
Customer Operational PEISONNEL.........ccvevererreriererersersesessesessesse e sessessessesssssssessessessssessessens 44
Provider TeChnical PErSONNEL ... 45
Provider Operational PErSONNEL..........ccvevevurrernereresenseresesss s ssessesesessessessssessesaessssessesseses 45

T 46
Preventing INCIAENTS...........ccviree e s s s sa e s s n 46
Balancing SCOPE ALLHDULES ......ccccveveererrererieserrere e s rere s s s e s sae e s e ssesaessssessesaessssesnessees 47

L LT PR T PP 47
Motivation of the ASSESSIMENL ... 48
L (0 =LY 1] T OSSOSO 50
EXISTING SECUMLY.....cceitiirircsirc e e s e s 51
SCOPE FOOIPHINT ... e 52
INOrganic CONSIFAINTS ..o e e e 53

1111 4= SRS 55



TABLE OF CONTENTS

Chapter 5: Rules of Engagement .........ccuccenmmnsssnnnmmsssssssssssssssssnssssssssssssssssssssssnsnsnsss 57
ACHIVITY TYPES ..ot b e e R b e e e e Re e e e e e nne 58
PRYSICAL ..ot e b e e e e 59
S0CIAl ENGINEEIING....ciuieriierirerire st e et et 61
EXTErNal NEIWOIK ..ot e 62
INEEINAL NEIWOIK......cececeeeeeer e 64
Y101 oS 65
WIreleSS NEIWOIK .......covieieriecrircrere et 66
(01T 1o OSSOSO 67
ESCAlAtion Of FOICE ....covcccvercrercserec s s 68
LT 10 T 1 P2 o T o PSS 69
0] OSSPSR 69
Certification REQUIFEMENTS ........ccvcevevirierrere s s e sa e s s s se e nne e 70
Personnel INFOrmation..........cocoonnncnn s 4l
11T 111 T o OSSP 71
Chapter 6: EXECULING ...cccceeeeemmirrisssssssnsssnnnsesssssssssssssssssssssssssssssnnssssssssssssnnnnnnnsssssssnns 73
E3] - L 1110 SRS STR 73
The Professional HACKET ..........cccvveinenenesennessse s sssss s s ss e s e sessssessssesenss 74
31Ty T (L 74
ChECK The ROE.........cccoiiiiiiise e s s 75

(00 TCT LT LA (0] R 78
Enumeration and EXploitation..........ccccvvrievnsnsnc e s 79
POSTACCESS AWAIENESS .....cuceruiserieesissess s s s s sr s bbb 80
System ManipUlAtion.........c.ccvvevernirirerr e s se s sr e aenaen 84
Leaving the TANGEL ......ccceveirierie s sa e e s a e sa e e sae s ae e s e aenne s 85
Example Operational NOTES.......ccucvrerererrerseresesessesessessssessessesssssssessesasssssessessesssssssessessessssessesaes 85
30T 1117 OSSR 88

vii



TABLE OF CONTENTS

Chapter 7: Reporting ......ccccuuseessmsssssnssssssssssssssssssssessssnssssssssnssssssssnnsssssssnnnsssssnnnnssnss 89
NECESSArY INCIUSIONS ......cccciiieirire e s r e b e e p e e nnas 89
TYPES OF FINAINGS ... e s bbb 92

Exploited VUINErabilities ...........ccviennnnininnsirsene s s 93
Nonexploited VUINErabilities ... s 94
Technical VUINErabilities .........c.vocoeeenereercrerese e e 94
Nontechnical VUINErabilities ... s 95
Documenting FINAINGS ........coveirenerrcneresesese s s sse s ses e senns 95
FiNdings SUMMAKIES.......ccoverereerescrerseseseses s s 96
L0V LU eI T T T TS 98
2 1= 1 o SR 101
The N0o-ReSultS ASSESSMENT ........cccceieriereresrr e 102
£ 1§14 RS 103

Chapter 8: Purple Teaming .....cccvessssnsnssssssssssssssssnsssssssnssssssssnnsssssssnnssssssnnnssssssnnnnss 105

(08 L1 1T T T 105
People ProbIBmS.........cccc s s 105
CUSTOMEE NEEUS ......cervrrreecereresee s ne s 107

Types of PUrple TEAMING .......ccocveriirin s s r s e s e e s 108
RECIProCaAl AWAIENESS ......coveiririeriesinsise e se s s s s b s e b s se s s e e e nnan 108
UNWILEING HOST ...t s e 109
UNWitting AHACKET .....c.ccveecrec it 109
Red-Handed TESHNG ......ccoviririrrrsre e s e 110
Catch and REIBASE..........cccoeeeereere e 112
The Helpful HACKET ..........ooeeer ittt 113

£ T 115

Chapter 9: Counter-APT Red Teaming.....cccoueersmssssssssssnssssssssssssssssnsssssssssssssnsnnnsssess 117

CAPTR TEAMING ...vevevrreerreesessesesese e sessese e s s e sr s sr s ssa e se s sn s ssa s ssennssassnsnsensnns 118
Worst-case Risk Analysis and SCOPING.........coouverrrenmrnsernsessssesssssesssse s s sesssssssenens 119
Critical Initialization PErspective .........cccvivrinininnin e 119
Reverse Pivot ChaiNiNg.......c.ouccevenerenesnsessssessssse s ssssesssssss s ssssesssssssssssessssessssssssssssssnnes 120

viil



TABLE OF CONTENTS

{0 1 121
ZBIO DAY ..o e e e p e nne s 121
INSIAEN TAFEALS......cceeeeereecr e 123
EffICIBNCY vttt e 124
INTFOAUCEA RiSK ... s 126
DiSAAVANTAQES ....ccveereccrccc e e 126

SUMIMAIY ..ttt e e e R e e e e R e e e e e e e R e R e e e e e Re e Re R e e e e e Re R e e e e nRenns 128

Chapter 10: Outcome-oriented SCOPING .....cccrrisrsnmmmenmmrrmsssssssssnssnsssessssssssssnsnnsnnnss 129

Worst-Case RiSK ASSESSIMENT...........ccveeernierrseneresesssesese s sr s s s sssssssssssesesssssssenens 129

The Right STUFF ... e e s 130

Operational PErSONNEL...........ccociriris s 131

TEChNICal PEIrSONNEL ........ccovieiercirce e e 131
ASSESSOr PEISONNEL .......ceceieieriee e 132

EXQMPIE SCOPE ...cveeereeerteerir ettt et st e e e 132
Centrality ANAIYSIS .....cccvveverirerireirsse s e e e e e e 134
ST 1111 T RS 138

Chapter 11: Initialization Perspectives........ccccuunmmmmmmmmmmmmnnssssssssnmmmmmsssssssssnns 139

External Initialization Perspective..........ccrerninvnennsnsn s snens 140

DMZ Initialization PErspeCliVe.......ccviiiinine s s 140

Internal Initialization PErspective..........couvviererinernsesse s s 141

Critical Initialization PErsSPECLIVE.........cccveerierertrrere st enen 142

Effect on RiSK ASSESSMENL........ccciiiiii e e 143
Effect on Risk Assessment; External Perspective..........cccocvivvninneninvnsensensensensessesenenns 144
Effect on Risk Assessment: DMZ Perspective ..........ccvvvverininsnnnncensensessesesses s ssessessenns 145
Effect on Risk Assessment: Internal Perspective ..........cccocvevvrsnnnninsnsennensensessessesensenns 146
Effect on Risk Assessment: Critical PErSPECLiVE .......ccccverererrerierenessersene s sessesse e sessessenees 147

Effect on AHack SUface COVEIAQE .......eovverrererrerrerersessssessersessssessessesssssssessesssssssessessesssssssessens 148
Attack Surface Coverage: External PErspective .......ccocevvverrerrerenessensesseresessessessessssessessenees 148
Attack Surface Coverage: DMZ PerspeCctiVe .......ccvcvverereererserseressssessessessessssessessesssssssessesaes 149
Attack Surface Coverage: Internal PErspective ......cccvveveverrerierenssnsesesssessesessessssessessesees 150
Attack Surface Coverage: Critical PErspective .......cccvvevererrerienensssesseseresessessessessssessessesees 151



TABLE OF CONTENTS

Advantages and Disadvantages.........c.ccriininininnnnsne s e 152
INTrOdUCEION OF RiSK .....cveceeceeeerecr e 153

£ 10111 T S 155
Chapter 12: Reverse Red Teaming.....cccccurrrrrssssssssssnsssssssssssssssssssnsssssssssssssnnsnnsnssss 157
Reverse Pivot ChaiNing ........c.cuovvenerenernsesenesesese s s sssssesssssssssn s sessssenns 157
LOCAI ASSESSMENL......ccerveerrrriserree s s e sse s se s s sr e n s ne s nnnne e nra s 157
Analysis 0f Local INtEIlIgENCE ........ccccverererererrnesesesese s s s ssssesesssssssenens 159
REVEISE PIVOLING......ceeereeerrnesessse s e s s se s se s ses e s s nennis 161
CAPTR OQULPULS ...evertesieerer e ses e st s e st s e s s st st e sb et s e nnes 162
Web of Reverse Risk Relationships ..o sessessesees 162
WEIGNTING RiSK.....cceirieerererriesesese s s ss s ss e s ssssesnsssssssasesensssssssnens 163
CAPTR Teaming Cost BENEfit........c.cuovrrererenmrnsmsnsessssse s s sesssssssssessnses 163
L1134 RS 169
Chapter 13: Evaluating Offensive Security ProCesses.....c.uccurrrssssnnsssssssnnsssssssnnnss 171
Identifying Requirements for Defensible Evaluation...............ccooorvvvnnenrinsnse e renenenns 172
Controlled and Realistic ENVIFONMENT ...........ccocovirinennnirsssese s 173
Defensible Security ASSESSIMENTS ......ccvcevrevrrierrerersnerserereressere s s sesse e ssessssessesaessssessesaes 173
Defensible Systems AdmInIStration..........ccccvcvverivnrnsniene e enes 174
Emulation of a Motivated and Sophisticated Attacker..........c.ccevrevnrrieniennsnsenseresessenenns 175
Measurable Results and MetriCs ... s 175
Evaluation MEAIA.........cccoerueerririreeree s e 176
Real Network with Real AHACKEIS .......c.ccvrerercerr e 176

Real Network with Simulated AHACKETS..........ccccceererriecscrrr e 177

Lab Network with Real AHACKEIS ........ccccoereierrerree e 177

Lab Network with Simulated AHACKET ..........cccovrerienrrrir e 178
SUMIMANY ..ttt R e e e e R e e e e e e R e R e e e e e Re e Re R e e e e e Re e R e e e e naenrin 179
Chapter 14: Experimentation........cooceemmmmmmmnnmmssssssssssnnsssssmssssssssssssssssssssssssssssssnnss 181
Target Determination ...........ccovcvnennenrnse s nne e 181
EXPEriment SUMMAIY .....ccccvieinenine e s sr s ses s 182

[ 101 DT o OO 183



TABLE OF CONTENTS

Lab Network Operating SYStEMS .......c.ccoevicriniennsn e 183

Lab NetWOrk LAYOUL........ccocrcerercir e s 183
EXPeriment METrICS ......ccoeviirrerrcr e e 184
Personnel REQUIFEMENTS ........ccceieiisnic e s 185
Experiment Schedule and Walkthrough..........ccoocrvnninninnns s 186
Addressing Defensibility ReQUIrEMENtS.......c.cccevviriniennsnsnr e 191
SUMIMANY ..ttt e e e R e e e R e e e e e e e R e e e e e Re e Re R e e e e e Re R e e e e e Rennn 193
Chapter 15: Validation ........ccccccvimninssssssssmmmmmmmmssssssssssssmsssssssssssssssssssssssssssssssnns 195
Results: Recommendation PRASE..........c.cucvrererinernnesnesene s sessesenns 195
Results: Campaign PRASE.........ccovermriserneninesens e s ss s s sesss s 196
CASE STUIES ....cveriecese iR 200
Case Studies: SCENAMIO 1.......ccoviermrermrsess e s 200

Case Studies: SCENAII0 2........ccvieeererrress s 202

£ 1§14 7R 203
1T - 205

xi



About the Author

Dr. Jacob G. Oakley spent more than seven years in the

U.S. Marines and was one of the founding members of

the operational arm of Marine Corps Forces Cyberspace
Command at the National Security Agency (NSA), Ft. Meade,
leaving that unit as the senior Marine Corps operator and

a division technical lead. After his enlistment, Dr. Oakley
wrote and taught an advanced computer operations course

and eventually returned to mission support at Ft. Meade.

He later left government contracting to conduct threat
emulation and red teaming at a private company for commercial clients, serving as
principal penetration tester and director of penetration testing and cyber operations. He
currently works as a cyber subject matter expert for a government customer. Dr. Oakley
completed his doctorate in information technology at Towson University, researching
and developing offensive cybersecurity methods. He is the technical reviewer of the
book Cyber Operations, second edition, by Mike O’Leary.

xiii



About the Technical Reviewer

Michael Butler has nearly a decade of experience in cybersecurity, including training
and operational experience with US Army Cyber Command and the NSA at Ft Meade.
As a soldier, he received several medals for both his academic and operational success.
After his enlistment, he developed content for and taught an advanced cyber operations
course. He then joined a private cyber security company as the lead of penetration
testing, where he led and personally conducted offensive security operations in support
of contracts with both government and commercial entities. He currently works as the
vice president of offensive services at Stage 2 Security.



Acknowledgments

I thank my beautiful wife and family for sacrificing their nights and weekends to let
me write this book, and for loving and supporting me through this and other nerdy
endeavors.

I thank my father for exemplifying hard work and for all he did to give me the best
chance to succeed in life.

To Mike O’Leary, who nudged me in the right direction, and Mike Butler, who
performed the technical review, this book was not possible without you.

To all you keyboard-wielding cyber warriors out there protecting freedom, I salute you.

Xvii



Introduction

This book is intended as a resource for those who want to conduct professional red
teaming, as well as for those who use their services. The text is not intended to teach

you how to hack a computer or organization, but rather how to do it well and in a way
that results in better organization security. It takes a lot more than sweet hacking skills

to perform offensive security assessments. Whether you are looking to employ ethical
hackers, work with them, or are one, after reading this book you should understand what
is required to be successful at leveraging cyber threat emulation to mitigate risk.
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CHAPTER 1

Red Teams in Cyberspace

There exists a mountain of discourse in both digital and print form that discusses new
exploits or tools that aid in the compromise of information systems. These texts are
valuable implements to be used by offensive security practitioners in carrying out
their profession. There are certainly hallmark publications that contribute to the craft
of ethical hacking; however, many and most are timely in nature. In fact, much of the
reason for the largess of this body of work is that each day there is new code written

or tools developed and new vulnerabilities and exploits to leverage that can obsolete
previous works.

The dizzying speed of innovation in both offensive and defensive technologies is
tantamount to an arms race. Offensive tools may be outdated by improved security
posture provided by newer defensive tools, or may simply be outpaced by better and
more effective offensive ones. Weaponized vulnerabilities may be nullified by patching
or heuristic measures as well as potentially new exploits that are less volatile and more
likely to succeed.

Despite the great attention and efforts to modernize continually the tools of offensive
security and the body of knowledge detailing their use, scant attention has been paid to
the professional process itself. One hoping to become an offensive security professional
can find quickly dozens of books that tell readers how to hack this system or that with
code, exploits, and tools. Conversely, it is rather challenging to find literature on how
to use all those abilities and tools successfully to affect customer security posture in a
positive nature through professional processes.

The greatest challenges of any engagement are often not discovering and leveraging
vulnerabilities, but rather are those challenges manifested throughout the engagement
life cycle itself. These obstacles can be difficult customers, suspect rules of engagement,
or inaccurate scoping, to name a few. Offensive security techniques such as penetration
testing or red teaming represent some of the premiere tools used in securing information
systems. As such, it seemed extremely important to me that I contribute to the field of

© Jacob G. Oakley 2019
J. G. Oakley, Professional Red Teaming, https://doi.org/10.1007/978-1-4842-4309-1_1



CHAPTER 1  RED TEAMS IN CYBERSPACE

offensive security with at anecdotal guidance and best practices involved in carrying
out professional offensive security engagements. This book serves as a resource to both
those wishing to enter the field or those already practicing.

For the purpose of this book, the term “red team” is used interchangeably and as an
umbrella word that refers to the offensive cybersecurity methodologies of red teaming
and penetration testing. Although many in this profession argue differences between
the two, all will benefit from the information provided herein. In this chapter I explain
provide what red teaming is, how it was tailored to cybersecurity, and the intention for
cyber red teaming, as well as its advantages and disadvantages.

Red team is a term with alleged ties to the Cold War, when a “Red” force was used
to represent the enemy in tests against organizations under attack from the Soviets. The
concept of simulating attacks to test defenses and responses is much older. Although the
term red team can refer to attacks of a military nature, this book focuses on the aspects of
integrating this attack simulation concept into the cyber realm. Unless stated explicitly,
red teaming refers to cyber red teaming—or offensive security engagements in general—
and not those of a kinetic military nature.

Intentions

The intent of a cyber red team is to simulate attack against an organization to test
information systems and their related facilities. This is an overly broad generalization,
and the term “attack” is often inappropriately aggressive regarding the behavior of
both red teams and the malicious actors they mimic. In many cases, the purpose of

a malicious actor is to gain intelligence or steal information. Such goals are affected
negatively by aggressive attack actions, as the actor in these scenarios is likely intent
on staying unnoticed for as long as possible. Adversary emulation is perhaps the most
appropriate and accurate description of the activity of red teams. The intent of this
emulation is to improve understanding of capabilities and inadequacies in the defense,
detection, and responses regarding threat actors.

Adversary emulation by red teams comes in many forms and can be classified
broadly as a holistic compromise attempt, a specific compromise attempt, or assumed
compromise. A holistic compromise attempt is one in which the red team is going after
the entirety of the target organization’s attack surface, with the goal of compromising
as much as possible (Figure 1-1). Specific compromise attempts are those in which
a certain subset of the attack surface is prioritized for assessment and the rest of the
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organization is off-limits. Assumed compromise is a red team engagement during
assessment begins from access granted to the assessors that is predicated by an assumed
successful actor infiltration. Each of these classes of red team engagements come with
their own challenges and complexities and subclasses, and each are appropriate in
different test scenarios.
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Figure 1-1. Holistic compromise

Holistic compromise may be considered the truest form of adversary emulation
as the goal is complete compromise, and the point of origin for the assessors is likely
the Internet. In this situation, the organization gets the most realistic simulation to
test defenses: detection and response against. However, this type of assessment is
also the least efficient and is likely to provide incomplete results. If the assessment is
unable to compromise a given portion of the organization because of time limits or skill

deficiencies, the results of the engagement may offer a false sense of security.
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Holistic compromise attempts can also be considered in several subclasses.
Although the entirety of the organization is the target, the avenues of attack delivery are
often specified. A completely holistic attack, for instance, is one in which any avenue is
considered appropriate. These avenues may be Internet connections, physical attempts
at breaking into the facility to enable cyberattacks, supply chain interdiction, or tapping
into communication pathways such as physical cables or wireless networks used by the
organization. Most of the time, a holistic red team attack is going to be conducted over a
subset of or one of these avenues. The most common holistic compromise engagement
by a red team is likely to target the entire organization using Internet-connected avenues
of approach only.

Specific compromise engagements offer a more efficient and tailored assessment
of an organization (Figure 1-2). They do not provide the potential big picture of the
security posture that can be accomplished via holistic compromise. However, specific
compromise is likely to lead to successful discovery—and, therefore, mitigation of—
vulnerabilities present in a subset of the organization. As long as this subset is comprised
of appropriately prioritized assets, it can be an extremely efficient and effective way to
conduct red teaming.

Different types of targets delineate the various subclasses of specific compromise
assessment. Specific compromise can be as narrow as a specific application running
on a specific device with a specified user access level. This type of testing is common in
rollouts of new and important application software within an organization. This attack
surface, although small, contains potentially some of the greatest risk an organization
may face. Specific compromise can also be a prioritized subset of users, systems, or
applications within the organization. The specific (or combination of) security objects
and types on which the engagement focuses drives the assessment process.
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Figure 1-2. Specific compromise

Assumed compromise engagements are ones that lean toward being more efficient
while giving a potentially less-realistic picture of an adversary. When performed and
scoped correctly, though, this type of red team engagement offers perhaps the best cost
benefit toward improving security posture.

Assumed compromise can be broken down into the types of access from which the
assessment begins and their location within an organization. If holistic and specific
compromise attempts leverage an e-mail-propagated malware campaign against an
organization, assumed compromise assessments simply begin the assessment from the
type of access such a campaign would enable if successful. In this scenario, assumed
compromise engagements save potentially weeks of time waiting for a user to open
malware in an e-mail, and bypasses the potential ethical and legal risks of such operations.
Whether the access given in assumed compromise engagements is a specific user access or
an entire machine added to an organization, it sacrifices some realism for efficiency.
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The security training of employees with regard to malicious e-mail may not be tested
in assumed compromise. However, operating under the assumption that someone
will be fooled eventually allows for time to be spent discovering more dangerous and
mitigatable vulnerabilities than the ever-present vulnerability of human error.

Advantages

Red team engagements offer advantages over other methods and technologies in
improving the security posture of an organization. Red teams are the sharpest tool
in the metaphorical shed of information security implements. This is not to say
that it is the best, or the best in any given situation; it is simply the sharpest. As
mentioned earlier, red teaming can identify the capabilities and shortcomings of
an organization’s various security assets, which provides a unique assessment of
the preparedness of an organization to withstand the efforts of a malicious actor.
It is important to understand that this assessment is only as good as the ethical
hackers conducting it, and the assessors are as limited or empowered as the scope
and rules of engagement to which they are held. All things considered adequate to
the situation, red teaming provides a greater cost efficiency in improving security
posture when compared to addressing security concerns reactively—after they are
leveraged by malicious hackers.

Red teaming is considered a sharp tool because it is surgical in its application
and can be extremely dangerous in untrained or unethical hands. Conducted by a
competent team, it is the only proactive precompromise tool available. Where many
security technologies are built around the concept of reacting, red teaming allows an
organization to pursue securing and mitigating issues before compromise attempts
are initiated, not after. It may be argued that activities such as vulnerability scans and
good patch management are proactive as well. It is important to note, though, that
although not based on a reaction to a security event within an organization, both are
reactions to security events elsewhere that provide details for new vulnerabilities for
which to scan or fix. One other tool is considered by some to be proactive in nature—
threat hunting—which aims to identify indicators of compromise from actors already
within the organization that may or may not already be known aggressors. Unlike red
teaming, though, threat hunting is a postcompromise activity.
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Evaluating Preparedness

The unique advantage of these proactive and precompromise attributes is that red
teaming provides an understanding of preparedness whereas other information
security tools are attempts to prepare better. Other security tools may better prepare
organizational defenses to thwart malicious actors, monitoring to detect them or aid
in the effectiveness or resilience of response. Red teaming identifies whether those
technologies are effective in increasing an organization’s preparedness. It also helps
identify wasted or redundant resources within the organization via missed detections,
or unnecessary duplication of security event detection and recording from different
technologies.

Evaluating Defenses

A successful red team campaign tests the many defensive facets of an organization
via interaction with systems, users, and applications, and identifies the ability of these
objects to impede the actions of the assessors. An example of a defensive system in an
organization is a firewall. This system is meant to stop unsolicited or malicious traffic
from traversing from one point to another. The red team tests the firewall in both direct
and indirect manners. Indirect testing of a defensive object such as a firewall results from
scanning and other reconnaissance activity with systems or services that were intended
to be stopped but were allowed through the firewall for one reason or another, such as
misconfiguration or a flaw in the system itself. In either case, the defensive preparedness
of the firewall system was tested without the assessor having specific knowledge that
their actions were supposed to be stopped. Directed testing is when the assessor
knowingly tries to get past a defensive mechanism. This type of attempt falls into the two
subcategories of subversive exploitation or direct exploitation.

Subversive exploitation is when the assessor knows of the device and attempts
to bypass its defensive capabilities by leveraging flaws specific to it or by probing for
misconfigurations that allow assessor to get past them. Direct exploitation is when
the assessor leverages a flaw or misconfiguration in the system to gain remote code
execution in an effort to change the defensive settings of the device to get past it.

Other types of defensive security objects may be evaluated in the same manner.
An operating system may have a defensive setting that prevents scheduled scripts from
executing with a certain privilege. A flaw in that setting’s implementation may allow a
red team to run the script at that privilege. Or, the red team may actively pursue a bypass



