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To my children,

If a crayon-eating Marine can get published writing a book about 
hacking computers in outer space, you can accomplish anything.
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Introduction

As a cybersecurity professional, the more I learn about space systems, the more I realize 

how underprepared the space industry is against cybersecurity threats and how unaware 

the cybersecurity industry is of the space domain in general. I wrote this book to provide 

a primer on space systems and the concepts of space vehicle operations to cybersecurity 

practitioners. The environmental and operational challenges and constraints faced by 

space systems are considerable. The threats and vectors by which those threats will 

affect space systems are imposed or created by these challenges and constraints. After 

reading this book, cybersecurity professionals will have the building blocks of knowledge 

necessary to develop and implement solutions to space system issues which not only 

improve the resiliency and security of those systems but allow them or enable them to 

conduct their mission. I also provide macro- and microanalysis of compromise scenarios 

involving space systems to drive home the very real and present risk to such systems via 

the cyber domain. Though written from the perspective of and for the primary audience 

of the cybersecurity industry, space domain operators, designers, and developers can 

surely benefit from understanding the threats, vectors, and issues that cyber brings with 

it. This is especially relevant given the interconnectivity and continued digitization and 

software definition of space system components.
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CHAPTER 1

Space Systems
Before I get into the specifics of space systems, I just want to make clear that this book 

is written with cybersecurity professionals in mind and by a cybersecurity professional. 

That is not to say that those who design and operate space vehicles (SVs) or the generally 

curious have nothing to gain from reading it. Quite the opposite in fact. This book is 

written with the intent of priming the cybersecurity community on the intricacies of 

space systems, their high difficulty and risk during operation, as well as the distinct 

challenges of security in outer space.

As such, there will be descriptions, illustrations, and scenarios involving space 

systems and their operation that will be at times simplified and potentially unrealistic. 

I am trying to educate the security perspective on the difficult task ahead regarding 

creating and implementing solutions to protect systems in space. Any space topics are 

covered only to the extent necessary to aid in that understanding. There is plenty of 

literature regarding designing and operating systems to fly in outer space, and if that 

topic interests you, as it does openly or secretly all nerds, I encourage you to read up 

on the fascinating subject. This book is my attempt to address what I feel is a gap in 

the cybersecurity community’s awareness for the growing presence of computers in 

outer space and a lack of comprehension for the implications of space operations on 

cybersecurity.

�Tipping Point
We are currently at a precarious position in the evolution and accessibility of space 

operations to academic, commercial, and government entities. More and more 

computing platforms are being launched into orbit and beyond. Unfortunately, 

these systems, as a necessity, have a heavy focus on functionality, and any regard to 

cybersecurity is oftentimes a byproduct of attempts at safeguarding the space system 

from failure and not any malicious intent. This means that we are revisiting an era in 

computing where the operators and any operation passed to the device are trusted; after 
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all, why would I do anything to damage my multimillion-dollar satellite program? Why 

would someone do that?

The problem is that plenty of people would do that, from hacktivists, cybercriminals, 

and nation state actors to commercial competitors engaging in industrial espionage. 

Exacerbating this potential nasty situation is the fact that everything is becoming 

increasingly connected; after all, why wouldn’t you want to check the status of your SV 

with a smart phone application? How else are you going to show off your space program 

to fellow academics or sell the accessibility of your space system to potential customers 

in the commercial world?

It is not hard to imagine that a large percentage of space operations moving forward 

will be inherently accessible for one reason or another to some system or systems on the 

Internet. Even if not, recent history is littered with examples of malicious code that has 

allowed the spread and infection of cyber attack effects across devices connected not to 

the Internet or even any other network at all.

Worst of all, the computational resources available to any would-be attacker are 

immense when compared to the available resources on a space system that could be 

dedicated in some way to cybersecurity. As we will cover more in depth later, once a 

malicious actor gains access to the computer on the ground that communicates with a 

space system, there is almost implicit trust and no further defense in depth for the space 

system or systems that communicate with that terrestrial computer.

�An Introduction to Space Systems
The most basic example of a space system is where there is a device on the ground 

transmitting to and/or receiving from a device in space that is transmitting and/or 

receiving. For the purpose of this book, we will refer to the device on the ground that 

transmits and/or receives as the “ground station” and will refer to the device in space 

that transmits or receives as the “SV.” Often nowadays, the ground station is where the SV 

is flown from—although it has not always been the case and will not always be the case 

that the SV is flown. For instance, if we go back to one of the most famous space systems, 

the Sputnik 1 satellite, it had no way of flying at all. It was shot into orbit and flew around 

the Earth with no ability for steering. In fact, it did not receive any instructions from a 

ground station at all, it just broadcast a radio wave signal that could be heard by anyone 

on Earth with a radio antenna tuned to the correct frequency.

Chapter 1  Space Systems
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This is a far cry from some of the extremely complex systems of today. Consider 

the International Space Station (ISS). It regularly makes maneuvers using onboard 

propulsion to move out of the way of space debris that is on a collision path with it. In the 

case of the ISS, it can be flown from on board the station itself as well as by individuals at 

a ground station on Earth. The orbital planes of the Earth are inhabited by SVs spanning 

the full spectrum of sophistication from derelict or antiquated satellites to complex 

constellations of multifunctional SVs. The simple example of one SV and one ground 

station is shown in Figure 1-1.

Figure 1-1.  Basic Space System
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