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Foreword

In an era of growing global interconnectivity, the essence of technological inno-
vation is changing at its periphery. Edge computing, a forward-thinking notion
that spurring readily available infrastructure, is altering our perspective of data
processing, scalability, and fault tolerance, and it’s increasing the potential for
innovation.

“Edge Computing Resilience: Overcoming Resource Constraints in Unstable
Computing Environments” demonstrates the unwavering commitment to pursue
knowledge and distinguish the relevant research and industry sectors in this
dynamically changing sector. Dr. Yanlong Zhai and a dedicated team of experts
have scripted this book, thoroughly examining edge computing that spans from
its foundational principles to progressive approaches. It presents valuable insights
for those tracing the complex roadmap of edge systems. In this book, readers will
discover a rich source of information that probes into the complicated world of edge
computing from multiple angles.

Beginning with an introduction to edge computing systems, the monograph
describes their real-world usability and the challenges they confront. The authors
then focus on creating resilient edge systems, highlighting scalability and fault
tolerance as essential aspects. By exploring resource-constrained offloading, energy-
aware offloading, and optimization methodologies in subsequent chapters, readers
will acquire essential knowledge to deal with these specific edge computing chal-
lenges. Looking ahead, the book also scrutinizes forthcoming ventures, staging a
glance at the emerging cooperative edge computing models, wireless environments,
and atypical scenarios.

In this masterwork, Dr. Yanlong Zhai’s leadership and the authors’ accumulated
expertise glow brightly. This book reflects their commitment to establishing new
paths in the domain of edge computing. It functions as a navigational tool for
researchers, practitioners, and students embarking on their journey into this field.
Whether you’re an experienced professional looking to enhance your knowledge
or a newcomer determined to explore this dynamic field, you will find invaluable
enlightenment throughout the content.
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Congratulations to Dr. Yanlong Zhai and the team for this distinguished con-
tribution to the realm of edge computing. May “Edge Computing Resilience:
Overcoming Resource Constraints in Unstable Computing Environments” encour-
age and brighten the way ahead for all who read it.

University of Wollongong, Wollongong, NSW, Professor Jun Shen
Australia

Beijing, China

June 2024



Preface

The recent development of Edge Computing resulted in a new age of opportunities
and problems in the ever-evolving field of computing. This book explores the
complex domain of edge computing systems and offers a thorough examination
of its core ideas, uses, and approaches for boosting effectiveness. The journey
starts with the foundational work by outlining the fundamental ideas behind edge
computing. While highlighting the significance of resilience in edge computing
settings, we investigate its broad range of applications and the distinctive problems
it brings.

The essential domain of scalability and fault tolerance considered critical to real-
time edge applications is explored. We outline the function of fault tolerance and
analyze the different sources and fault kinds. We focus on scaling in distributed edge
systems and bottleneck identification, which prompts us to investigate scaling solu-
tions and state backup techniques. The relevance of offloading in edge computing
is explained along with the relationship between local and offloading devices. With
an emphasis on inductive learning and privacy constraints, we investigate privacy-
preserving offloading techniques since privacy is an important concern.

Furthermore, we focus on energy optimization and efficiency. We examine the
energy used by offloading devices and compare the execution of local and offloading
tasks. New offloading optimization techniques have been presented to support both
single and multiple battery-operated devices. A thorough investigation of opti-
mization in edge computing systems is presented. We explore several optimization
strategies, such as task offloading, edge caching, network optimization, resource
allocation, and privacy-aware optimization. In addition, edge node clustering and
heterogeneous device settings are examined. We firmly think that readers’ research
into the field of edge computing will provide them with new perspectives and
sources of inspiration.
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X Preface

Overview of the Book

This book is aimed to focus on three major aspects of edge computing resilience.
Specifically, this includes fault detection and tolerance in edge computing, offload-
ing, and optimization techniques in edge computing. As depicted in the book
title, the book provides a comprehensive analysis of resilience in edge computing
applications based on the aforementioned key areas. The discussion includes a
thorough analysis of edge computing challenges, problem formulation, design
methodologies, and implementation details of some application scenarios. It also
provides recommendations for overcoming resource constraints in unstable com-
puting environments based on the existing system designs and the future scope. It’s
significant to point out that optimization techniques, offloading methods, and fault-
handling principles provided in this book are discussed within the scope and context
of the edge computing paradigm.

In total, this book contains seven chapters, with multiple sections and subsec-
tions in each. Chapter 1 introduces the background of edge computing systems,
their applications, and the challenges which prompted the need for resilience in
edge computing applications. Several other challenges including security, system
and statistical heterogeneity, resource management, and disaster management are
discussed briefly, while the detailed discussion on fault tolerance, offloading, and
optimization continues in the later section. Particularly, fault tolerance is covered in
Chap. 2, whereas Chaps. 3 and 4 discuss about resource-constrained offloading and
privacy preserving offloading respectively. SDN-based and energy-aware offloading
is presented in Chap. 5. The edge computing optimization is covered in Chap. 6
while Chap. 7 focuses on the future scope.

In Chap. 2, we introduce the concept of scalability and fault tolerance for
real-time edge applications. Here, we discuss various aspects of fault tolerances
including their significance, causes, and different fault types. We presented design
methodology and provided implementation of scale-out operation for fault toler-
ance. In detail, we give an insight into scaling for distributed edge system and
provide a detailed design and operation of scale-out methods and state backup
methods for fault tolerance respectively. Under this, we presented the principle of
dynamic scaling where the system scales out resources in real-time according to the
fluctuations of incoming streams with minimal overhead and latency. Furthermore,
we also provide a concept and framework for check-pointing-based fault tolerance
with scale-out operations.

In Chap. 3, we explore resource-constrained offloading, and then discuss offload-
ing strategies and possible scenarios. A computational model for local execution
and task offloading is introduced. The chapter examines existing research on
task dependency, offloading to fog devices, dynamic offloading frameworks, and
centralized versus distributed task offloading. Finally, the challenges linked to
resource-constrained offloading are highlighted. Besides introducing resource-
constrained offloading in edge computing, this chapter serves as an important
prerequisite for the next chapter.



Preface xi

In Chap. 4, we uncover the need for privacy-preserving offloading in resource-
constrained environments. A privacy-preserving offloading scheme for mobile edge
intelligent systems is also presented. In this context, we discuss the privacy issues
associated with task offloading and then present local differential privacy and
inductive learning as a solution to address privacy concerns in edge computing.
Further discussion includes energy-aware offloading which is provided in the next
chapter.

In Chap. 5, our discussion is mainly centered on energy-aware offloading based
on SDN. Three key areas are covered in this chapter, namely, the energy consumed
by offloading devices, offloading task execution including the local and offloading
execution tasks, and finally the offloading optimization which presents a detailed
implementation of offloading optimization both for single and multiple devices on
battery.

In Chap. 6, we introduce the concept and goal optimization for edge computing
applications and then provide an in-depth discussion on various optimization tech-
niques. These include task offloading, network optimization techniques, resource
allocation schemes, the concept of edge caching as well, and privacy-aware
optimization. We also presented the idea of optimization for heterogeneous devices
followed by edge node clustering mechanisms for distributed computing introduced
earlier. This chapter ends with a discussion on performance analyses and evaluation
metrics such as profiling tools, benchmarking, tracing, simulations, containeriza-
tion, and edge analytics.

The last chapter of the book, Chap. 7, focuses on future work in edge computing
systems. In particular, we introduce the various challenges in the new cooperative
edge computing. In addition, we provide a detailed discussion on optimization in
wireless edge computing environment and provide potential recommendation and
potential research directions for future work. Other aspects of edge computing
resilience including edge computing in denied, disconnected, intermittent, or limited
(D-DIL) environments are also discussed.

Beijing, China Yanlong Zhai
Vehari, Pakistan Mudassar Muhammad
Beijing, China Liehuang Zhu

June 2024
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